3DH (trevp?)

Time

Alice Bob

Ta, Py

Ts.P8

Pa
Pg
Ta
g

Public EdDSA key of Alice
Public EdDSA key of Bob
Ephemeral key from Alice
Ephemeral key from Bob

Key derived from
DH(Ta, Tg)|DH(T4, Pg)|DH(Pa, Tg)



Fixing the Wildcard (Tarr)?

Alice Bob

P, Public EADSA key of Alice
Pg  Public EdDSA key of Bob
T, Ephemeral key from Alice

Time

Tg Ephemeral key from Bob

K1 Key derived from
DH(Ta, Tg)|DH(Ta, Pg)

K> Key derived from
DH(Ta, Tg)|DH(Ta, Pg)|DH(Pa, Tg)

\H(DH(U

Ex,(Se(Pal

'http://dominictarr.github.io/secret-handshake-paper/shs.pdf



Deniable signatures (Burdges, Grothoff)

Assume Q, = daG and z = H(m). As in ECDSA, pick random
k € [1,n—1]. Let C := Ca + Cg be the random offset.

(x1,y1) : = kG +C
r:=x3 modn
s:=k Yz+rdy) modn
Repeat until r,s # 0. To verify:
w:=s"1 modn
up:=2zw modn
up:=rw modn
(x,y) =G+ wQa  +C

r=Xx1

mod n?

(1)
(2)
(3)

B

~N O
—~ — — — ~—

[e¢)



Falsification of a deniable signature

Assume Q, = daG and z = H(m). As in ECDSA, pick random
r,s,k € [1,n—1]. Bob does not know da. So he calculates:

w:=s"1 modn (9)
up:=2zw mod n (10)
up :=rw modn (11)
(x1,51) 1 = 116G + 12Qa (12)
C=x3—r modn (13)

Bob now picks a random C4 and sets
Cg=C—Ca. (14)

For this Ca, Cg the “random” values (r,s) are a valid signature
(per construction).



Deniable signatures illustrated

Time

Alice

H(C, )

Ca

Cp

Sk

Randomly chosen offset from
Alice

Randomly chosen offset from Bob

Deniable signature using offset C
and private key A



Staying Meta-OTR (Burdges, Grothoff)

Alice Bob P, Public EADSA key of Alice
Pg Public EHDSA key of Bob

Cp  Randomly chosen offset from
Alice

Cpg Randomly chosen offset from Bob

Dp  Randomly chosen offset from
Alice

Dg Randomly chosen offset from Bob

Time

Tp Ephemeral key from Alice
Tg Ephemeral key from Bob

) K1 Key derived from
(Dslsg 2 (Pe DH(T,, Tg)|DH(Ty, Pg)

K> Key derived from
DH(Ta, Tg)|DH(Ta, Pg)|DH(Pa, Tg)




